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Abstract 
Adjustment and cost-effectiveness are key elements of a successful Information Security Management System (ISMS). ISMS-
Processes, as basic elements of every ISMS, need to be aligned to the organization and their mission. Actually a specific ISMS 
process framework which clearly differentiates between ISMS processes and security measures controlled by ISMS-processes 
does not exist. ISMS processes itself are not focused in current research. This article will fill this research gap while containing 
the results of a study to identify criteria for ISMS core processes as well as to identify relevant ISMS core processes.  
© 2016 The Authors. Published by Elsevier B.V. 
Peer-review under responsibility of SciKA - Association for Promotion and Dissemination of Scientific Knowledge. 
Keywords: Information Security, ISMS, Study, Processes, Core processes, IT Governance 
1. Introduction 
The threat of information security incidents that could jeopardize the information held by organizations is 
becoming increasingly serious [1] and, on the other hand, there is an increasing dependency of nearly all 
organizations on appropriate secure information processing was stated practically in the last years [2]. Standards for 
the management of information security and collections of best practice measures are well stablished and 
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documented. The most important and most adopted [3] international standards for the development and operation of 
an ISMS are the ISO 27001-27006 [4] .  
ISO 27001 is stipulating the requirement for planning, implementation, operation and continuous monitoring and 
improving of a process-oriented ISMS, but a framework of the processes is not presented in ISO 27001[5]. 
Information security standards focus on the existence of processes, not on their content [6] and the 27000 series of 
ISO/IEC standards focus on requirements, security controls and orientation for implementing an ISMS in the 
organization. ISO 27001 refers directly to the “Plan-Do-Check-Act” (PDCA cycle) cycle from Deming’s classic 
quality management, which emphasizes the necessity of process orientation as well as integration of the planning of 
operations and the constant checking of planning-compliant implementation. So the main problem is that ISO 27001 
does not provide a process model for ISMS processes. Moreover, ISO 27001 is containing the information security 
controls, which also lead partially to the implementation of processes. But which processes should be included in the 
ISMS? For which processes should the manager of the ISMS be made responsible? For most organizations, there is 
no alternative to a process-oriented management. Process management is not merely a way to address specific 
problems, it is also a platform for capitalization on new opportunities [7], which is even more important in the 
modern information processing society. Literature has reported studies and experiences on 27001 e.g. [1,8–14] but, 
again, actually a specific process framework for security management which clearly differentiates between ISMS 
processes and of the security measures or controls initiated by ISMS-processes does not exist. So the main objective 
and open research question is to develop a detailed but also generic ISMS core process framework which can easily 
be adopted and implemented by all organizations. As a prerequisite for this, criteria need to be developed for the 
identification of ISMS core processes because to the best knowledge of the authors there is no set of criteria 
identified and verified as well as broadly agreed on for ISMS core processes. The authors of this study solved this 
problem by conducting a first part of a study with an expert questionnaire to identify relevant criteria. To reach the 
main objective – to develop a detailed but also generic ISMS core process framework, the second part of the study 
had the objective to identify relevant ISMS core processes with an expert questionnaire. This article is structured as 
follows: in section 2 authors describe the first part of the study – Identification of criteria for ISMS core processes, 
while section 3 contains the second part of the study – Identification of ISMS core processes. Section 4 summarizes 
the main conclusions and gives an overview of future research activities. 
2. Study part I – Identification of criteria for ISMS core processes  
Organizations need to identify and manage many activities in order to function effectively and efficiently. Any 
activity using resources needs to be managed to enable the transformation of inputs into outputs using a set of 
interrelated or interacting activities – this is also known as a process[15]. With other words a process is a set of 
interrelated or interacting activities which transforms inputs into outputs[16] – the objective of the process. A 
business process is described as a procedure relevant for adding value to an organization[17]. 
The term process originates from the Latin term “procedure” = going ahead, going forward.  Processes can be 
part of other processes or contain other processes or initiate other processes. Unlike projects processes can be 
performed repeatedly. Processes are often performed interdepartmentally and are part of the operational structure of 
an organization. Processes are differentiated in core, management and supporting processes[16]: 
x Core processes deliver apparent and direct customer value and are derived from the organizations competencies 
x Management processes define the objectives of the organization as well as control and monitor the achievement 
of the objectives at the level of the core processes and the overall organization. They contain project-, quality-, 
security- and risk management as well as strategic planning.  
x Supporting processes provide and manage necessary resources without delivering direct customer value. They 
support core and management processes. Typical supporting processes are human resources, financial 
management and IT management. 
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2.1. Preliminary considerations 
As defined earlier core processes deliver apparent and direct customer value and are derived from the core 
competencies of an organization. From the perspective of the ISMS core process is the core competency of the 
ISMS that delivers apparent and direct value to the stakeholder (generally the organization which implements the 
ISMS respectively the management of the organization). Thinking about processes in general as well as about ISMS 
processes in particular means asking what needs to be done at a regular basis, how are those tasks interrelated and 
interacting and which inputs are transformed into which outputs – resulting in input-transformation-output 
processes[18]. Therefore, in the following ISMS core processes are defined as operational processes (mainly – but 
not limited to – part of the DO and CHECK steps of the PDCA cycle) which need to be repeated at a regular basis. 
Tasks which are done once while planning and developing or improving the ISMS in the PLAN and ACT steps of 
the PDCA cycle are analyzed with the aim to identify parts of this tasks which need to be repeated at a regular basis 
and therefore integrated in operational processes. Furthermore, a criterion for the categorization as ISMS core 
process is that the process is owned by the information security officer (core competency of the ISMS). This means 
that the information security officer is accountable for the whole process and as the process owner he defines 
objectives of the process derived from the objectives of the ISMS which will be defined by the senior management. 
The information security officer is responsible for the process design[19]. In many practical cases – especially in 
small organizations – the information security officer will also be the process manager who is responsible for the 
process operation. This will also be used as a criterion for ISMS core processes. In summary the following basic 
criteria for ISMS core processes were identified by the authors before the conduction of the study:  
x Criteria 1 – Regularity – interrelated and interacting tasks are repeated on a regular basis 
x Criteria 2 – Transformation – inputs are transformed into outputs 
x Criteria 3 – Operationally – process is carried out while operating the ISMS 
x Criteria 4 – Accountability/responsibility – information security officer is the process owner or process manager 
and the process is a core competency of the ISMS 
x Criteria 5 – Value generating – delivers apparent and direct value to the stakeholder 
2.2. Method 
To verify if the identified criteria are the most relevant and correct criteria for ISMS core processes the authors of 
this article conducted a study. In this study 90 participants were asked to name criteria to identify ISMS core 
processes in form of a questionnaire. Given was a differentiation in core, management and support processes. The 
already identified criteria candidates were not given in the questionnaire. 
2.3. Sample 
A panel of 90 German experts in the field of information security was selected, from which 75 experts answered 
the questionnaire. Roles of the experts were: 53 Information security officers/managers (23 working for private 
companies; 30 working for public administration), 8 consultants for information security (8 working for private 
companies), 14 auditors for information security (3 working for public administration; 8 working for private 
companies) 
2.4. Results and discussion of the results 
The results of the first part of the study are documented in Table 1 – results of the study to identify criteria for 
ISMS core processes. 
Table 1 – results of the study to identify criteria for ISMS core processes 
Named criteria Citation Count 
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Repeatability / Regularity 60 (80%) 
Transformation of input into output 41 (55%) 
Defined responsibilities and accountabilities 34 (45%) 
Information security officer or manager is the process owner 61 (81%) 
Defined start and end of the process 29 (39%) 
Value generation 60 (80%) 
Essential for reaching the objectives of the organization 22 (29%) 
Process is operated in the ISMS 62 (83%) 
The mostly named criteria (80% or more of the participants of the study named that criteria) are:  
x Repeatability / regularity (confirming criteria 1 – regularity) 
x Information security officer/manager is the process owner (confirming criteria 4 –  Accountability/responsibility) 
x Value generation (confirming criteria 5 – value generation) 
x Process is operated in the ISMS (confirming criteria 3 – operationally)  
The criteria “Transformation of input into output was named only by 55% of the participants of the study. One 
possible explanation for this could be that this is a very basic criterion for processes and not an exclusive criterion 
for ISMS core processes. So it is supposed that most participants simply forgot naming that criteria. So it is 
concluded that the criteria 2 “Transformation” is also confirmed as a criterion for ISMS core processes. 
Another two criteria – “Defined responsibilities and accountabilities” and “Defined start and end of the process“ 
– were named by 45% and 39% of the participants of the study. Because those are mainly criteria to identify a 
maturity level of a process and not to identify a process itself, those criteria are dismissed. 
Interesting is that 29% of the participants named a criterion “Essential for reaching the objectives of the 
organization”. This shows that the participants recognized the importance of aligning information security with 
business objectives. But to conclude that an ISMS core process must be essential for reaching objectives of the 
organization would be going too far in the opinion of the authors. So this criterion is also dismissed. In summary the 
results of the study confirmed the formerly identified criteria for ISMS core processes. 
3. Study part II – Identification of ISMS core processes  
3.1. Preliminary considerations 
By applying the identified criteria for ISMS core processes a set of ISMS core process candidates was identified 
before conduction the second part of the study: Information security risk assessment process, Information security 
risk treatment process, Resource management process, Process to assure necessary awareness and competence, 
Communication process, Documentation and records control process, Requirements management process, 
Information security change management process, Process to control outsourced processes, Performance evaluation 
process, Internal audit process, Information security incident management process, Information security 
improvement process and Information security customer relationship management process. 
3.2. Method and Sample 
To verify or dismiss the identified ISMS core processes or add missing ISMS core processes the authors of this 
article conducted a study. In this study 90 experts were asked to name ISMS core processes in form of a 
questionnaire. The set of possible ISMS core processes was given as shown in Table 2 – results of the study to 
identify ISMS core processes. Also given was a differentiation in core, management and support processes as well 
as the opportunity to name additional processes in the questionnaire. Regarding the sample, the same sample from 
part I was used. 
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3.3. Results and discussion of the results 
The results are documented in Table 2 – results of the study to identify ISMS core processes. 
Table 2 – results of the study to identify ISMS core processes 
Named process (sorted by percentage of naming) How often was the process named? 
ISMS planning process 0 (0%) 
Information security risk assessment process 75 (100%) 
Information security risk treatment process 74 (99%) 
Resource management process 35 (47%) 
Process to assure necessary awareness and competence 75 (100%) 
Communication process 31 (41%) 
Documentation control process 54 (72%) 
Requirements management process 30 (40%) 
Information security change management process 65 (87%) 
Process to control outsourced processes 75 (100%) 
Performance evaluation process 66 (88%) 
Internal audit process 75 (100%) 
Information security improvement process 74 (99%) 
Information security governance process 18 (24%) 
Information security incident management process 75 (100%) 
Service level management process 0 (0%) 
Service reporting process 0 (0%) 
Service continuity and availability management process 30 (40%) 
Budgeting and accounting for services process 4 (5%) 
Capacity management process 6 (8%) 
Business relationship management process 0 (0%) 
Supplier management process 0 (0%) 
Incident and service request management process 0 (0%) 
Problem management process 3 (4%) 
Configuration management process 12 (16%) 
Change management process 0 (0%) 
Release and deployment management process 0 (0%) 
Information security customer relationship management process 71 (95%) 
 
The results of the expert consultation could be biased because a predefined set of processes was given in the 
questionnaire. But every expert had the possibility to name additional processes – which only one expert used to 
name the configuration management process which was also a given process. Furthermore, some processes were 
integrated in the questionnaire, which were not preliminary identified as ISMS core processes. So the bias is 
tolerable. For the discussion of the results of the study to identify ISMS core processes three categories are defined:  
1. Processes which were clearly identified as ISMS core processes – These are processes which were 
identified by 80% or more of the experts. 
2. Processes which were not clearly identified as ISMS core processes – These are processes which were 
identified by not less than 20% but not more than 80% of the experts. 
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3. Processes which were clearly identified as to be not an ISMS core process – These are processes which 
were identified by less than 20% of the experts. 
As seen in Table 2 – results of the study to identify ISMS core processes, processes which were named as ISMS 
core processes by a majority of the experts are:  
x  Information security risk assessment process (100%) 
x Process to assure necessary awareness and competence (100%) 
x Process to control outsourced processes (100%) 
x Internal audit process (100%) 
x Information security incident management process (100%) 
x Information security risk treatment process (99%) 
x Information security improvement process (99%) 
x Information security customer relationship management process (95%) 
x Performance evaluation process (88%) 
x Information security change management process (87%) 
All of these processes were also identified as ISMS core processes in the mapping of ISO 27000 series, ITIL and 
COBIT. So as a result of the study these processes were confirmed to be ISMS core processes. It is especially 
interesting that the process “Information security customer relationship management process” was identified by the 
experts while this process is not specifically named in the ISO 27000 series. This shows that the majority of experts 
recognized that the management of the relationship to customers of information security is important to maintain an 
appropriate customer perception and shows benefits and value delivered for the invested resources. As seen in Table 
2, processes which were not clearly identified as ISMS core processes are:  
x Documentation control process (72%) 
x Resource management process (47%) 
x Communication process (41%)  
x Requirements management process (40%) 
x Service continuity and availability management process (40%) 
x Information security governance process (24%) 
The documentation and records control process were identified as an ISMS core process in the mapping of ISO 
27000 series, ITIL and COBIT. The study showed that a majority of experts also identified this process as an ISMS 
core process, but 28% also said that this is not an ISMS core process. This may result from a not clear differentiation 
of requirement documents like policies and standards on one side and records on the other side. The control of 
records seems to be more a supportive than a core competency of the ISMS while the control of requirement 
documents is a core competency of the ISMS.  Another process identified as an ISMS core process is the “Resource 
management process”. This process was only identified as an ISMS core process by 47% of the asked experts. This 
shows a lack of recognition that ISMS resources need to be managed. This is also underlined by the results for the 
process “Budgeting and accounting for services process”, which only 5% of the experts identified as ISMS core 
process. This is surprising, because it is commonly recognized in the management systems for IT services that 
services must be paid and resources need to be managed[20,21] as well as resources management is established in 
the information security management[22]. So the idea that services are not available at no costs and costs for 
information security can and should be charged to the demanding business units where they are no general expenses 
is not recognized by all ISMS experts. This insight still needs to be learned in the ISMS community. Considering 
that this process is not identified by the majority of ISMS experts as an ISMS core process and considering that this 
process is clearly a part of the ISO 27001 the authors of this study still recognize this process as an ISMS core 
process. 
Similarly surprising is that a majority of ISMS experts did not recognize the communication process as an ISMS 
core process. This may be caused by a lack of awareness for the necessity of a regular and defined communication 
to stakeholders and customers of the ISMS. But this is not supported by the results for the “Information security 
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customer relationship management process “. Additionally, the “Information security governance process” was 
identified by 24% of the asked experts, which is recognized not as a lack of attention and importance of this process, 
but as of identifying this process as a management process (also discussed later in this work). So it is assumed that 
the “communication process” is not identified as an ISMS core process because the experts did not understand what 
is the purpose of this process in addition to the “Information security customer relationship management process“ 
and the “Information security governance process”. So the authors of this study recognize this process as part of the 
ISMS core processes although this is not clearly confirmed by the asked ISMS experts. 
The requirements management process was identified by only 40% of the asked experts as an ISMS core process. 
This is also surprising, because it can only be explained by a lack of awareness of the experts that identifying the 
information security requirements is a key success factor of the ISMS. Not knowing the requirements will always 
result in an inefficient and ineffective ISMS and in an inappropriate information security level. Maybe this 
represents, beside the results for the resource management process and the communication management process, a 
main reason why information security is still often recognized as cost driver with a non-transparent value. 
Considering the result that this process was also not clearly confirmed in the study as an ISMS core process the 
authors of this study recognize this process as a part of the ISMS core processes because it is clearly identified 
in[22]. 
The service continuity and availability management process was also identified by only 40% of the asked experts 
as an ISMS core process. This was foreseeable, because it is assumed that the process is recognized as part of the IT 
service management system. The high percentage of experts identifying this process as an ISMS core process was 
probably resulting from the fact that availability is, beside integrity and confidentiality, one objective of information 
security. The other 60% seem to recognize the management of availability and continuity as a task of the IT service 
management system or the business continuity management system while the ISMS is of course interlinked with 
these management systems. So, although it is not clearly identified as to be not an ISMS core process the authors of 
this study dismiss this process as part of the ISMS core processes.  
The information security governance process was identified by 24% of the asked experts as an ISMS core 
process. An explanation for this could be that the majority of the experts identified this process as a management 
process, which is supposed by the authors of study. The remaining 24% of the experts showed also attention for 
governing information security but misinterpreting this process as an ISMS core process. So the result of the study 
confirmed that this process is not an ISMS core process, while still a necessary part of the ISMS. So this process 
should be integrated as management process in an ISMS process framework. As reported in Table 2 processes which 
were clearly identified as not being ISMS core processes are:  
x Configuration management process (16%) 
x Capacity management process (8%) 
x Budgeting and accounting for services process (5%) 
x Problem management process (4%) 
x ISMS planning process (0%)  
x Service level management process (0%) 
x Service reporting process (0%) 
x Business relationship management process (0%) 
x Supplier management process (0%) 
x Incident and service request management process (0%) 
x Change management process (0%)  
x Release and deployment management process (0%) 
All of those processes were also identified as not being ISMS core processes in the mapping of ISO 27000 series, 
ITIL and COBIT. So as a result of the study these processes were confirmed not to be ISMS core processes. But it is 
especially interesting that the “configuration management process” is identified by some experts as ISMS core 
process. This confirms the practical experience of the authors of this study in a significant number of ISMS projects 
that incorrect and outdated IT documentation as well as missing information about dependencies of processes, 
systems and information is cured by the ISMS and with the budget of the ISMS although this is a responsibility of 
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the IT service management system. Another interesting result is that no expert identified the ISMS planning process 
as ISMS core process. This understanding of ISMS planning as “process” carried out only once during the start of 
the life cycle of the ISMS was not foreseen by the authors of this study although it also represents the opinion of the 
authors. 
4. Conclusions and future work 
The results of the study – verified criteria for ISMS core processes and the identified ISMS core processes as a 
result of the second part of the study mainly confirmed the set of ISMS core processes as shown in Table 2 – results 
of the study to identify ISMS core processes. The identified ISMS core processes are a good starting point for 
organizations designing and implementing an ISMS. Future work is necessary to firstly, develop a holistic but 
detailed framework of ISMS core processes as core elements of every ISMS. This specific process framework for 
security management need to clearly differentiate between ISMS core processes, supporting processes and 
management processes as well as the security measures controlled by ISMS-processes. Adjustment and cost-
effectiveness are key elements of a successful ISMS[23]. A detailed framework of ISMS processes (input, output, 
interfaces) and their interaction at an activity level helps to ensure an appropriate interaction of the ISMS processes. 
Secondly, develop a method for the identification of the necessary maturity level of every ISMS core process. 
Considering limited resources as well as ensuring an efficient use of those resources not every ISMS process should 
be established and operated at the same level of maturity [24]. By considering a maturity level model for ISMS 
processes combined with an approach for the determination of the necessary maturity level the appropriateness of an 
ISMS can be made transparent as well as unnecessary costs of information governance can be avoided. 
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